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April 23, 2026 
 

Company name: Yellow Hat Ltd. 
Representative: Akio Kimura, Representative Director and President 

Code number: 9882 TSE Prime 
Contact: Takayuki Koike, Manager of Human Resources and 

General Affairs Department 
Phone: +81-3-6778-1680 

 
 

Notice Concerning Potential Leakage of Personal Information Due to Unauthorized 
Access to Consolidated Subsidiary 

 
 
Yellow Hat Ltd. (the “Company”) hereby announces that it has been discovered that information of “2rinkan” 
members managed by its consolidated subsidiary, 2rinkan Yellow Hat Ltd., may have been leaked to an external 
party. This occurred due to an attack using a malicious program against the member-only server (hereinafter the 
“Affected Server”) of the subsidiary. 
 
The Company sincerely apologizes for the considerable concern and inconvenience this has caused to our 
customers and all related parties. 
 
1. Background 

In the evening of Monday, April 20, 2026, unauthorized access was detected, and the Company promptly 
implemented emergency measures, including disconnecting the Affected Server from the network. 
Subsequently, while investigating the scope of the impact, it was discovered that the personal information of 
2rinkan members may have been leaked to an external party. 

 
2. Personal Information Potentially Subject to Leakage 

Items: Name, address, phone number, date of birth, gender, email address, 2rinkan membership number, point 
balance, app user ID, app password, and vehicle information. 

 
*It has been confirmed that credit card information is not subject to this leak, as it was not managed on the 
Affected Server. 

*The 2rinkan membership system utilizes a customer information management server different from those 
used by Yellow Hat Ltd. and its other subsidiaries; therefore, there is no impact on customers of the “Yellow 
Hat” brand or other brands. 

 
3. Current Response 

Following the discovery of this incident, the Company disconnected the Affected Server from the network and 
has suspended some services of the “2rinkan App” until recurrence prevention measures are implemented. In 
the future, we will implement recurrence prevention measures based on investigations and advice from external 
security experts. 

 

Note: This document has been translated from the Japanese original for reference purposes only. In 
the event of any discrepancy between this translated document and the Japanese original, the 
original shall prevail. 
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The Company has reported the incident to the Personal Information Protection Commission and consulted with 
the local police. Additionally, the Company will issue apologies and notices via the 2rinkan website and in-store 
displays, and will also send individual emails to customers. 

 
4. Contact Information 

The Company is currently preparing a dedicated consultation desk for customer inquiries regarding this matter. 
Details regarding the contact information and service commencement will be announced on the websites of the 
Company and 2rinkan Yellow Hat Ltd. as soon as preparations are complete. 

 
 
5. Future Outlook 

If any matters arise that require further disclosure, such as a significant impact on financial results, the 
Company will announce them promptly. 


